442 | SECURITY

we make software secure

Trusted Build Report

The artifacts listed below were successfully built in our independent build environment
with the following hash values.

Build date: 28. May 2024
Build time: 10:30 a.m.

Repositories

Project Version URL
e-voting 1.4.2.1 https://gitlab.com/swisspost-evoting/e-voting/e-voting.git

crypto-primitives  1.42.0  https)/gitlab.com/swisspost-evoting/crypto-
primitives/crypto-primitives.git

crypto-primitives-  1.42.0  https)/gitlab.com/swisspost-evoting/crypto-

ts primitives/crypto-primitives-ts.git

e-voting-libraries  1.4.2.0 https;//gitlab.com/swisspost-evoting/e-voting/e-voting-
libraries.git

verifier 1521 https://gitlab.com/swisspost-evoting/verifier/verifier.git

data-integration-  2.82.0 https://gitlab.com/swisspost-evoting/e-voting/data-
service integration-service.git

Artifacts and hash values

Artifact SHA-256
voting-server/target/voting-server-1.4.2.1- 8080b0497430d077aceea812796d2b5f33a5f
runnable.jar ebb3cd3bd31f1899c8cdOe34a74
secure-data-manager/secure-data- a88603de79874a601187bb3e4cf1230c656e3

manager-packaging/target/secure-data- 7147733dflcaf48d1a758871f80
manager-package-1.4.2.1.zip

tools/xml-signature/target/xml-signature-  ef31b466d77e230f5dc5¢c956a2da0788adacc
1.4.21jar 49d65ca442cfdcce37774c2af4e
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tools/direct-trust-tool/direct-trust-tool-
package/target/direct-trust-tool-1.4.2.1.zip

tools/file-cryptor/target/file-cryptor-1.4.2.1-
runnable.jar

control-component/target/control-
component-runnable jar
voter-portal/target/voter-portal-1.4.2.1.zip
voter-portal/target/dist/polyfills.js
voter-portal/target/dist/crypto.ov-worker.js
voter-portal/target/dist/main.js
voter-portal/target/dist/crypto.ov-apijs
voter-portal/target/dist/index.ntml
voter-portal/target/dist/runtime.js
verifier-assembly/target/verifier-assembly-

1.5.21.zip

target/data-integration-service-2.8.2.0.zip

leb9lefb4a0d77feeOffd970c27c5ada719bdb
Cc243a74035260a3a635cbfafbf

34959779e2d50c56532b1a09c31b0a540b9bl
fab3672793c35d89a556¢164a58

fa02a3cfdb5439fced8fedbeb54bais6e7245
4946b1bfaad8634c81b83080628

4e8d9a095b77bb1985b0a05f4d9b4a8b1322
3c3ael26el14b9713aef3780d9d8e

cc870ae271d9fc412e1ca30b5dd14926bbc401
2150¢cf2989b334df7c02556ed6

3ea5988e3396b2a77cf26d0a362f259e758d4
68420ab99e425b0d567a6c999d7

12d4bla7f4ded25297133ee5¢c5974d3245758¢
12f3399ecfcoe4fd09aee52d25

df476703b73981eb6da974ab7b8b210d9f4b
3b19b078bae39cf4c2d36e80a5f1

17d8d53953e8aechb97d7f2c760fe0d3aal0363
99e2a60114cc3doed772ead9be4

€a965b429bb063139b86122fa981ec206efd2a
a0834f13154580522967d0ecc5

4f0cc82c2e969e5ae6112e184bbb2dd49ab29
7ecfafa0e97a45e486280a7abe0

P59b179a0885183e90650553d8a4630b962fc
777f0a286642a3a3210debc8661

Subresource Integrity values

Artifact
voter-portal/target/dist/polyfills.js

voter-portal/target/dist/crypto.ov-worker.js

voter-portal/target/dist/main.js

voter-portal/target/dist/crypto.ov-api.js

voter-portal/target/dist/runtime.js

SHA-384 (Base64)

sha384-
5FgKmMQ12RDumrub2BWyG7nGl6Uhr3/ug/
g58n/as3ABNI449Xfcg]APKSbALY6r6

sha384-
8GBxVhb5fgN46wLXIUcj5uN//UIDPEXFoLR
OHEAVQyYGT3jlxe8gvWrNneiVNbApp

sha384-
QXIPR71EF1ynZF3CtEqVvP2cIHf6eDRQIQeUx|
UyQSqiWB6RGLgkxM3Z/N160OWDSwc

sha384-
XGDGDSw7ujl8tcLttVm7GkJoWjeBt9Pbzci
oew7rETw354wcKKpk344uUv+803PU|

sha384-
YWZU+MORWIirxGUXpR82bV38PfKIXCaly7ol
8xk3X03l+rHG5zNnVHXx9+02CX0YUS6

DARIUS BOHNI
Mai 28, 2024
Qualified Electronic Signature by [ SwissiD
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